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Summary of Coverage:
Black Lotus Labs Discovers ZuoRAT — a new malware targeting home routers

Release date: June 28, 2022



Overview

On Tuesday, June 28, 2022, Black Lotus Labs issues a press release to announce a research blog detailing
the discovery of ZUoRAT, a highly complex remote access trojan that targets home routers and appears to
be the work of a nation-state actor.

The project team responsible for producing and publicizing this blog includes:

Danny Adamitis — Principal Security Researcher Michelle Lee — Director, Black Lotus Labs
Suzanne Dawe — Senior Lead PR Manager Kaitlyn Mclntyre — Senior Lead Marketing Manager
Mark Dehus — Director, Black Lotus Labs Stephanie Walkenshaw — Lead Security Professional

Elizabeth Green — Sr. Project Manager, Marketing

The data in this report are current as of July 13.

Quick Numbers

17,064 blog views

5,859 press release views

- 64 views from credentialed journalists using PR Newswire for Journalists

- 111 views on prnewswire.com from identifiable organizations (based on IP addresses)
14,945 click-throughs from the press release to:

- ZuoRAT blog — 4,913

- Lumen newsroom — 1,977

- Konni blog — 1,798

- ReverseRAT blog — 1,784

Media Outreach

We offered the blog under embargo® to 29 journalists and it was accepted by:

- CNN, Cyberwire, Hacker News, HelpNet Security, Reuters, SC Magazine and Zero Day.
Interdependence PR pitched an additional 47 journalists after the release crossed the wire.
We responded to several media inquiries including:

- Written questions from ArsTechnica, Dark Reading, the Hacker News and Tech Republic
- Phone interviews with Fierce Telecom and Decipher

- Podcast recording for RiskyBiz

Media Placements

Media relations efforts for this blog were the most successful to date for Black Lotus Labs.

We had 330 exact matches of the press release that ran on outlets such as Yahoo Finance, AP News,
etc. These outlets have a combined reach of 217 million.

As of July 13, the outreach generated 67 unique articles in English. (Jump to the full list.)

- A search for news articles that include the term “ZuoRAT” (which did not exist before June 28) yields
11,000 results.

" When journalists accept an embargo, we provide the content several days before the publication date, and they agree not to run the story until our
release crosses the wire. The purpose is to give journalists time write the story in advance so it's ready to publish at the time of the release.
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https://news.lumen.com/2022-06-28-Lumen-discovers-new-malware-that-targeted-home-office-routers-for-two-years
https://blog.lumen.com/zuorat-hijacks-soho-routers-to-silently-stalk-networks/?utm_source=referral&utm_medium=press+release
https://arstechnica.com/information-technology/2022/06/a-wide-range-of-routers-are-under-attack-by-new-unusually-sophisticated-malware/
https://www.darkreading.com/remote-workforce/zuorat-hijacks-soho-routers-cisco-netgear
https://thehackernews.com/2022/06/zuorat-malware-hijacking-home-office.html
https://www.techrepublic.com/article/soho-routers-compromise-attack/
https://www.fiercetelecom.com/telecom/lumen-says-cisco-netgear-routers-could-be-targets-newly-discovered-malware
https://duo.com/decipher/zuorat-malware-found-hitting-home-routers
https://riskybiznews.substack.com/p/risky-biz-news-hackers-hit-iranian?utm_source=email

The ZuoRAT story ran worldwide in more than 25 languages including Arabic, Bengali, Bulgarian,
Chinese, Czech, Danish, Dutch, Filipino, Finnish, French, German, Greek, Gujarati, Hindi, Indonesian,
Italian, Japanese, Korean, Norwegian, Polish, Portuguese, Russian, Spanish, Swedish, Tamil and
Vietnamese.

Notable placements/mentions

Apple News ran the TechSpot story in its feed: htips://apple.news/AKRwW6UKAvSNGHh1zRVR|03w
General interest publications that covered ZuoRat include Mashable and Wired

All the major security publications covered the research including ArsTechnica, Bleeping Computer,
CyberWire, Dark Reading, Hacker News, HelpNet Security, Malware Bytes, the Reqister, SANS News

Bites, SC Magazine, Security Week, ThreatPost, ZDNet

MentalOutlaw’s YouTube overview has 218,000 views
Danny Adamitis recorded for the RiskyBiz podcast (the oldest and one of the top security podcasts)
ZuoRAT was the subject line and top story in two of the leading security newsletters:

The Hacker News — June 29

The Hacker News

SANS News Bites — July 8

Top of the News

ZuoRAT Malware Hijacking Home-Office Routers to Spy on Targeted Networks 6/29/2022 IE[
CAUTIOMN: This email originated outside of Lumen Technologies. Do not click links or open
ZuoRAT Malware Targets SOHO Routers
{June 26 & 30,2022)
: ZuoRAT Malware Hijacking Home-Office Routers to Spy on A remote access trojan (RAT) known as ZuoRAT has been detected attacking small office/home office
[ Targeted Networks (SOHO) routers. Black Lotus Labs have been tracking the campaign, which has been acfive since

A never-before-seen remote access trojan dubbed ZuoRAT has been singling out small

office/home office (SOHQ) routers as part of a sophisticaled campaign targeting North

American and European networks. The malware “grants the actor the ability to pivot info the

(»] £ Jin]

local network and gain access to

2020. ZuoRAT takes complete control of SOHO routers in North America and Europe.

Editor’s Note

[Ullich]

Usually as we talk about attacks against home routers and similar "loT" devices, we talk about
nuisance malware like Mirai. But ameng the background noise are some more sophisticated attacks
using the same simple exploils to tum these devices into a powerful distributed attack platform. This

has been done in the past with MikroTik routers and others as well.

[Neely]

This malware is operating under the pretext that SOHO routers are not maintained or secured. Make
sure that your routers are configured for automatic firmware updates, that remote management is either

disabled or restricted to very specific authorized devices, and pay attention to any vendor provided

security posture check. Lastly, make sure the device is still supported and replace it if not. This RAT
cannot survive reboots, s if you're thinking your infected, rebeot your router; then you need to perform

a factory reset to make sure only the settings you intend are in effect.

[Murray]

These routers are the first line of defense line of defense in “work from home™ applications. Yet, as with

many smart appliances ('things"), keeping them current is costly and rarely routine.

Read more in:

- www.wired.com: A New, Remarkably Sophisticated Malware Is Attacking Routers
- threatpost.com: ZuoRAT Can Take Over Widely Used SOHO Routers

- blog.lumen.com: ZuoRAT Hijacks SOHO Routers To Silently Stalk Networks

Most journalists and/or their publications tweeted the ZUoORAT stories.
Dan Goodin (ArsTechnica) called ZuoRAT “the most important loT discovery since 2018” and “very

cool research from @BlackLotusLabs”

Dan Goodin
@dangoodin001
This is the most important loT security discovery since
2018, when the Russian gov's VPNFilter was found on
500k SOHO routers. TTPs here "demonstrated a high
level of sophistication by a threat actor, indicating that

this campaign was possibly performed by a state-
sponsored org"

7:42 AM - Jun 29, 2022 - Twitter Web App

Catalin Cimpanu &
@campuscodi

g- Dan Goodin

$ v Y @dangoodin001

Like most loT malware, RuoRAT can't survive a reboot,
so simply restarting your router will temporarily
disinfect it. To fully recover, however, router owners

should perform a full factory reset. Very cool research
from @BlackLotusLabs.

7:42 AM - Jun 28, 2022 - Twitter Web App

Catalin Cimpanu (RiskyBiz) said the research is “pretty nifty stuff, to be honest”

Lumen report on ZuoRAT, a malware strain linked to a
suspected state-backed threat actor that has targeted
victims by going after their SOHO routers. Pretty nifty

stuff, tbh.
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https://imss91-ctp.trendmicro.com/wis/clicktime/v1/query?url=https%3a%2f%2fapple.news%2fAKRw6UKAvSnGHh1zRVRj03w&umid=23DEC617-E2A2-6C05-A094-47B233E04B56&auth=19120be9529b25014b618505cb01789c5433dae7-85e82c2a64701521f28800ed7c58d6043784cfce
https://me.mashable.com/tech/17802/a-new-trojan-malware-zuorat-is-hijacking-home-office-routers-report
https://www.wired.com/story/zuorat-trojan-malware-hacking-routers/
https://arstechnica.com/information-technology/2022/06/a-wide-range-of-routers-are-under-attack-by-new-unusually-sophisticated-malware/
https://www.bleepingcomputer.com/news/security/new-zuorat-malware-targets-soho-routers-in-north-america-europe/
https://www.thecyberwire.com/newsletters/daily-briefing/11/124
https://www.darkreading.com/remote-workforce/zuorat-hijacks-soho-routers-cisco-netgear
https://thehackernews.com/2022/06/zuorat-malware-hijacking-home-office.html
https://www.helpnetsecurity.com/2022/06/28/zuorat-malware-routers/
https://blog.malwarebytes.com/reports/2022/06/zuorat-is-a-sophisticated-malware-that-mainly-targets-soho-routers/?utm_source=dlvr.it&utm_medium=twitter
https://www.theregister.com/2022/07/02/google_medical_privacy/
https://www.scmagazine.com/news/device-security/zuorat-targets-home-office-routers-in-europe-and-north-america
https://www.securityweek.com/soho-routers-north-america-and-europe-targeted-zuorat-malware
https://threatpost.com/zuorat-soho-routers/180113/?utm_source=dlvr.it&utm_medium=twitter
https://www.zdnet.com/article/this-sophisticated-malware-is-targeting-routers-to-break-into-networks/
https://www.youtube.com/watch?v=PJSdIviY9x4
https://risky.biz/RBNEWS28/

Questions
For questions or comments about this report, please contact Suzanne Dawe.
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Appendix A: Full list of unique media placements

Publication Link Date
Al Tech Park Black Lotus Labs discovers remote access trojan (RAT) called ZuoRAT 28-Jun
ArsTechnica A wide range of routers are under attack by new, unusually sophisticated malware 28-Jun
Bleeping Computer New ZuoRAT malware targets SOHO routers in North America, Europe 28-Jun
Cyber Physical-
Systems Virtual Researchers Uncover ZuoRAT Malware Targeting Home-Office Routers 28-Jun
Organization
fCybrary CTIG Coverage of Black Lotus Labs’ ZuoRAT Report 28-Jun
Helpnet Security Researchers uncover ZuoRAT malware targeting home-office routers 28-Jun
MSSP Alert Hackers use remote access trojan to target home office routers 28-Jun
NewsBoardforMe Researchers discover ZuoRAT malware aimed at home office routers 28-Jun
NewsPostTalk ZuoRAT Malware Hijacking Home-Office Routers to Spy on Targeted Networks 28-Jun
RiskyBiz newsletter APTs and cyber-espionage 28-Jun
Security Affairs ZuoRAT malware hijacks SOHO Routers to spy on victims 28-Jun
The C)I/\lbeevl\‘/ssecurity ZuoRAT Malware Hijacking Home-Office Routers to Spy on Targeted Networks 28-Jun
The Hacker News ZuoRAT Malware Hijacking Home-Office Routers to Spy on Targeted Networks 28-Jun
The Tech Outlook A new multistage remote access trﬂ?}:]eﬁzgzﬁg Eifok;eeen targeting SOHO routers in North 28-Jun
2-spyware A multistage ZUoRAT has been targeting a wide range of SOHO routers 29-Jun
CyberIntelMag Home-Office Routers Hijacked by ZuoRAT Malware to Sneak on Specific Networks 29-Jun
CyberWire SOHO routers under attack. 29-Jun
Dark Reading ZuoRAT Hijacks SOHO Routers from Cisco, Netgear 29-Jun
Decipher ZUORAT MALWARE FOUND HITTING HOME ROUTERS 29-Jun
Fierce Telecom Lumen says Cisco, Netgear routers could be targets for newly discovered malware 29-Jun
Silicon Angle New ‘ZuoRAT’ malware targets routers in Europe and North America 29-Jun
ZDNet This sophisticated malware is targeting routers to break into networks 29-Jun
PC Perspective THERE MIGHT BE A ZUORAT INMYAOCLIJ—:TNSEOSHO ROUTER, INFECTING YOUR 29-Jun
SOC Prime ZuoRAT Malware Detection 29-Jun
Broadcom ZuoRAT Hijacking SOHO Routers 29-Jun
RlskyBiz podcast RiskyBiz podcast 29-Jun
TechSpot Routers from Asus, Netgear, ir;cliw(;lrs:zaanze{) :iec:zq targeted by a sophisticated 29-Jun
Techzine A new, highly sophisticated malware strain threatens various routers 29-Jun
Digital Trends Oh great, new malware lets hackers hijack your Wi-Fi router 30-Jun
IT News Sophisticated ZuoRAT attack targets home workers 30-Jun
Malware Bytes ZuoRAT is a sophisticated malware that mainly targets SOHO routers 30-Jun
ReviewGeek New ZuoRAT Malware Attacks Routers and Hijacks Connected Devices 30-Jun
Schneier on Security ZuoRAT Malware Is Targeting Routers 30-Jun
Secure Team ZuoRAT Malware Targets Home-Office Routers 30-Jun
Integral Defense ZuoRAT Malware Hijacking Home-Office Routers to Spy on Targeted Networks 30-Jun
Planet Concerns Hackers are hijacking Wi-Fi routers with zuoRAT malware 30-Jun
Free Digital Spirit ZuoRAT hijacks SOHO routers from Cisco, Netgear 30-Jun
Mashable A new trojan malware, ZUoRAT, is hijacking home-office routers: Report 30-Jun
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https://ai-techpark.com/black-lotus-labs-discovers-remote-access-trojan-rat-called-zuorat/
https://arstechnica.com/information-technology/2022/06/a-wide-range-of-routers-are-under-attack-by-new-unusually-sophisticated-malware/
https://www.bleepingcomputer.com/news/security/new-zuorat-malware-targets-soho-routers-in-north-america-europe/
https://cps-vo.org/node/87023
https://www.cybrary.it/blog/ctig-coverage-of-black-lotus-labs-zuorat-report/?utm_source=twitter&utm_medium=social-organic&utm_campaign=cybrary-blog&utm_content=
https://www.helpnetsecurity.com/2022/06/28/zuorat-malware-routers/
https://www.msspalert.com/cybersecurity-breaches-and-attacks/malware/remote-access-trojan-targets-home-office-routers/
https://newsboardforme.com/researchers-discover-zuorat-malware-aimed-at-home-office-routers/31232/
https://newspostalk.com/security/zuorat-malware-hijacking-home-office-routers-to-spy-on-targeted-networks/
https://riskybiznews.substack.com/p/risky-biz-news-hackers-hit-iranian?utm_source=emailhttps://riskybiznews.substack.com/p/risky-biz-news-hackers-hit-iranian?utm_source=email
https://securityaffairs.co/wordpress/132709/hacking/zuorat-soho-campaign.html
https://thecybersecurity.news/general-cyber-security-news/zuorat-malware-hijacking-home-office-routers-to-spy-on-targeted-networks-19857/
https://thehackernews.com/2022/06/zuorat-malware-hijacking-home-office.html
https://www.thetechoutlook.com/news/technology/security/a-new-multistage-remote-access-trojan-zuorat-has-been-targeting-soho-routers-in-north-america-and-europe/
https://www.thetechoutlook.com/news/technology/security/a-new-multistage-remote-access-trojan-zuorat-has-been-targeting-soho-routers-in-north-america-and-europe/
https://cyberintelmag.com/malware-viruses/home-office-routers-hijacked-by-zuorat-malware-to-sneak-on-specific-networks/
https://www.thecyberwire.com/newsletters/daily-briefing/11/124
https://www.darkreading.com/remote-workforce/zuorat-hijacks-soho-routers-cisco-netgear
https://duo.com/decipher/zuorat-malware-found-hitting-home-routers
https://www.fiercetelecom.com/telecom/lumen-says-cisco-netgear-routers-could-be-targets-newly-discovered-malware
https://siliconangle.com/2022/06/29/new-zuorat-malware-targets-soho-routers-europe-north-america/
https://www.zdnet.com/article/this-sophisticated-malware-is-targeting-routers-to-break-into-networks/
https://pcper.com/2022/06/there-might-be-a-zuorat-in-your-soho-router-infecting-your-machines/
https://pcper.com/2022/06/there-might-be-a-zuorat-in-your-soho-router-infecting-your-machines/
https://socprime.com/blog/zuorat-malware-detection/
https://www.broadcom.com/support/security-center/protection-bulletin#blt779a6a7b1288f32e_en-us
https://risky.biz/RBNEWS28/
https://www.techspot.com/news/95116-routers-brands-like-asus-netgear-cisco-targeted-sophisticated.html
https://www.techspot.com/news/95116-routers-brands-like-asus-netgear-cisco-targeted-sophisticated.html
https://www.techzine.eu/news/security/82000/a-new-highly-sophisticated-malware-strain-threatens-various-routers/
https://www.digitaltrends.com/computing/new-malware-attacks-router/
https://www.itnews.com.au/news/sophisticated-zuorat-attack-targets-home-workers-582026
https://blog.malwarebytes.com/reports/2022/06/zuorat-is-a-sophisticated-malware-that-mainly-targets-soho-routers/?utm_source=dlvr.it&utm_medium=twitter
https://www.reviewgeek.com/122130/new-zuorat-malware-attacks-routers-and-hijacks-connected-devices/
https://www.schneier.com/blog/archives/2022/06/zuorat-malware-is-targeting-routers.html
https://secureteam.co.uk/news/zuorat-malware-targets-home-office-routers/
https://www.integraldefence.com/cyber-news/zuorat-malware-hijacking-home-office-routers-to-spy-on-targeted-networks/
https://planetconcerns.com/hackers-are-hijacking-wi-fi-routers-with-zuorat-malware/
https://freedigitalspirit.com/zuorat-hijacks-soho-routers-from-cisco-netgear/
https://me.mashable.com/tech/17802/a-new-trojan-malware-zuorat-is-hijacking-home-office-routers-report

Mental Outlaw

(YouTube) ZuoRAT Malware is Infecting Routers and Taking Over Entire Networks 30-Jun
SC Magazine ZuoRAT targets home-office routers in Europe and North America 30-Jun
Security Week SOHO Routers in North America and Europe Targeted With 'ZuoRAT' Malware 30-Jun
Tech Radar Attackers are infiltrating routers to take control of connected devices 30-Jun
Tech Republic SOHO routers used as initial point of compromise in stealth attack campaign 30-Jun
Threat Post ZuoRAT Can Take Over Widely Used SOHO Routers 30-Jun
Wired A New, Remarkably Sophisticated Malware Is Attacking Routers 30-Jun
ESecurityPlanet Highly Sophisticated Malware Attacks Home and Small Office Routers 1-Jul
InfoSec Today ZuoRAT Can Take Over Widely Used SOHO Routers 1-Jul
Oodaloop SOHO routers used as initial point of compromise in stealth attack campaign 1-Jul
HiTech Wiki Do you have your own WiFi router? Dangerous malware is spreading 2-Jul
HT Tech Wifi routers getting hacked with complicated malware. Here's how to stay safe 2-Jul
Swords Today Security Warning ZuorAT, A New Sopgzﬂi::rtgd Malware, Steals Data Through Wi-Fi 2_Jul
ITIGC ZuoRAT, the malware that has hijacked thousands of routers 2-Jul
The Register Google location tracking to forget you were ever at that medical clinic ... and more 2-Jul
InformatBi?Jr;zSecurity ZuoRAT Malware Targets SOHO Routers In North America, Europe — Expert Comment 3-dul
This Week in Security Routers under attack by unusually sophisticated malware (Zack Whittaker) 3-Jul
CyberDaily Home office routers are being used by the malware ZuoRAT to spy on specific networks 4-Jul
Cyware ZuoRAT Malware with Hallmarks of a State-Backed Threat Actor 5-Jul
TWIT (This week in The ZUORAT 5-Jul
tech Vlog)
Gibson Research The ZuoRAT 5-Jul
Security Boulevard What is ZUoRAT? 6-Jul
Allot What is ZUoRAT? 6-Jul
ID Strong ZuoRAT Capable of Overtaking SOHO Routers 6-Jul
IT Security Wire ZuoRAT Malware, State-Backed Threat Actor Targeting SOHO Routers 6-Jul
SANS News Bites ZuoRAT Malware Targets SOHO Routers 8-Jul
Secure Zoo ZuoRAT targets SOHO devices to launch sophisticated multi-stage cyber attacks 8-Jul
Titan Tech Malware Highlight: ZUORAT 9-Jul
CompCiti A Complex Hacking Group: ZuoRAT Malware Attacks SOHO Routers 11-Jul
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https://www.youtube.com/watch?v=PJSdIviY9x4
https://www.scmagazine.com/news/device-security/zuorat-targets-home-office-routers-in-europe-and-north-america
https://www.securityweek.com/soho-routers-north-america-and-europe-targeted-zuorat-malware
https://www.techradar.com/sg/news/attackers-are-infiltrating-routers-to-take-control-of-connected-devices
https://www.techrepublic.com/article/soho-routers-compromise-attack/
https://threatpost.com/zuorat-soho-routers/180113/?utm_source=dlvr.it&utm_medium=twitter
https://www.wired.com/story/zuorat-trojan-malware-hacking-routers/
https://www.esecurityplanet.com/threats/sophisticated-malware-attacks-home-office-routers/
https://infosectoday.com/malware/zuorat-can-take-over-widely-used-soho-routers/
https://www.oodaloop.com/briefs/2022/07/01/soho-routers-used-as-initial-point-of-compromise-in-stealth-attack-campaign/
https://hitechwiki.com/do-you-have-your-own-wifi-router-dangerous-malware-is-spreading/
https://tech.hindustantimes.com/tech/news/wifi-router-getting-hacked-with-complicated-malware-here-is-how-to-stay-safe-71656743682102.html
https://swordstoday.ie/security-warning-zuorat-a-new-sophisticated-malware-steals-data-through-wi-fi-routers/
https://swordstoday.ie/security-warning-zuorat-a-new-sophisticated-malware-steals-data-through-wi-fi-routers/
https://itigic.com/zuorat-the-malware-that-has-hijacked-thousands-of-routers/
https://www.theregister.com/2022/07/02/google_medical_privacy/
https://informationsecuritybuzz.com/expert-comments/zuorat-malware-targets-soho-routers-in-north-america-europe-expert-comment/
https://mailchi.mp/zackwhittaker/this-week-in-security-july-3-edition?e=cc4ae029d5
https://cyberdaily.securelayer7.net/home-office-routers-are-being-used-by-the-malware-zuorat-to-spy-on-specific-networks/
https://cyware.com/news/zuorat-malware-with-hallmarks-of-a-state-backed-threat-actor-13986ad5
https://twit.tv/shows/security-now/episodes/878
https://www.grc.com/sn/sn-878-notes.pdf
https://securityboulevard.com/2022/07/what-is-zuorat/
https://www.allot.com/blog/what-is-zuorat-trojan-malware/
https://www.idstrong.com/sentinel/zuorat-overtaking-soho-routers/
https://itsecuritywire.com/quick-bytes/zuorat-malware-state-backed-threat-actor-targeting-soho-routers/
https://view.email.sans.org/?qs=017ffdb5897441b41e0a266ce11cb74742363aa08c75ac5a733c40abce8e5f18e4f7e64e66f0521e220c0f6e4ac3c8090504d6776c8ea65fd8fa05945d0c330913e4151effda3672
https://www.securezoo.com/2022/07/zuorat-targets-soho-devices-to-launch-sophisticated-multi-stage-cyber-attacks/
https://www.titan.tech/2022/07/malware-highlight-zuorat/?utm_source=rss&utm_medium=rss&utm_campaign=malware-highlight-zuorat
https://compciti.com/a-complex-hacking-group-zuorat-malware-attacks-soho-routers/?utm_source=rss&utm_medium=rss&utm_campaign=a-complex-hacking-group-zuorat-malware-attacks-soho-routers
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