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Overview 

On Monday, Oct. 12, Microsoft announced a major operation to disrupt TrickBot, a pervasive botnet, ahead of the U.S. 
election. Although there was no evidence that the botnet was being used to target the election, the operation was 
designed to potentially prevent such an attack. Black Lotus Labs’ involvement included providing intelligence and a 
legal declaration that was filed with the court in support of Microsoft’s application for a temporary restraining order to 
halt TrickBot’s operations. 

Microsoft announced the news via its blog, and Black Lotus Labs issued a blog at the same time. We did not write a 
press release because it was not our news; rather, we pitched our involvement to national and trade media.  

The Lumen staff involved in producing and publicizing this blog include: 

• Mike Benjamin – Head of Black Lotus Labs 

• Suzanne Dawe – Lead PR Consultant 

• Jill Domzalski – Marketing Communications Analyst 

• Kevin Garlow – Lead Information Security Engineer 

• Catherine Gasior – Social Media Manager 

• Dave Maynor – Principal Information Security Engineer 

• Marie Rotter – Lead Solutions Marketing Manager 

• Stephanie Walkenshaw – Lead Solutions Marketing Manager 

Results of Media Outreach 

Quick Numbers 

• 1,795 blog views 

• 30,009 social media impressions and 400 engagements 

• 51 media placements that mention Black Lotus Labs, including 13 that quote and/or link to our blog 

Blog Views 

• As of 5 p.m. on Monday, Oct. 12, the Black Lotus Labs blog had 448 page views. 

• As of 9 a.m. on Tuesday, Oct. 20 (one week after publication), the blog has 1,795 page views. 

Social Media Analytics 

Post Impressions Total Engagements 

 Oct. 12 Oct. 20 Oct. 12 Oct. 20 

Black Lotus Labs Tweet 2,762 15,482 54 163 

Lumen Posts (3 total) 5,209 14,527 134 277 

Total 7,791 30,009 188 440 

Media Requests 
We fielded five requests from reporters for information or interviews. These include: 

• LightReading Podcast – Phil Harvey and Kelsey Ziszer, hosts 

• Wired Magazine – Andy Greenberg reporting 

• Bleeping Computer (a major trade publication) 

• Risky Biz (a well-known podcast out of Australia)  

https://blogs.microsoft.com/on-the-issues/2020/10/12/trickbot-ransomware-cyberthreat-us-elections/
https://blog.lumen.com/a-look-inside-the-trickbot-botnet/
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• TechNewsWorld (a lesser-known trade publication) 

Notable Reporter Feedback  

• All of Microsoft’s partners in the TrickBot takedown wrote blogs about their part in the operation, and the 
host of the Risky Biz podcast stated that the Black Lotus Labs blog was the best of them all. 

• Although the Reuters story does not mention Black Lotus Labs, one of the reporters reached out to Mike 
Benjamin directly to congratulate him on the work. 

Black Lotus Labs Coverage 
Below is a summary of the coverage obtained as of 8 a.m. on Oct. 20, 2020. All coverage is positive in tone. Only 
English articles are listed. 

Mike Benjamin appeared on two podcasts: 

1. LightReading (audio, 20:48) – Mike is the only guest. He discussed: 

• How Black Lotus Labs works within Lumen, and how the team works to thwart bad actors. 

• The current state of cybersecurity, including a recent uptick in ransomware-focused DDoS, botnets 
and other malware, nation-state actors, and law enforcement. 

• Attacks on IoT devices and how to combat them.  

2. RiskyBiz (audio, 51:53) – Mike interviewed with the Risky Biz hosts, but his audio is not part of the podcast. 
Lumen is mentioned, however, at 7:28. 

Several publications quoted the Black Lotus Labs blog in their stories: 

3. Politico - Trickbot is on its heels … for now 

4. HelpNetSecurity - Microsoft and partners cut off key Trickbot botnet infrastructure 

5. Bleeping Computer - TrickBot botnet targeted in takedown operations, little impact seen 

6. SCMagazine -- Microsoft and partners unite to target Trickbot infrastructure in legal takedown 

7. PC Magazine - Microsoft Disrupts Trickbot Botnet to Prevent it From Targeting US Election 

8. TheCyberSecurity.News - Microsoft and partners unite to target Trickbot infrastructure in legal takedown 

9. PG-Intel - Microsoft and partners unite to target Trickbot infrastructure in legal takedown 

10. Security Boulevard - US Cyber Command and Microsoft Are Both Disrupting TrickBot 

11. The CyberWire - Disrupting Trickbot. Questions of content moderation. Ryuk resurfaces with new tactics. 

12. Security Boulevard - Trickbot On the Ropes: Microsoft’s Case Against Trickbot 

13. 2-Spyware - TrickBot survives Microsoft and other tech companies’ initiated takedown 

The following publications listed Black Lotus Labs in the subhead or lede sentence:  

14. ZDNet - Microsoft and others orchestrate takedown of TrickBot botnet 

15. Engadget - Microsoft helped disrupt the infamous Trickbot botnet 

16. TechMeme - Microsoft, Symantec, ESET, and other tech companies orchestrated an attempt to takedown the 
TrickBot malware botnet, which had infected 1M+ computers   

17. Dark Reading - Security Firms & Financial Group Team Up to Take Down Trickbot 

18. Yahoo Money - Microsoft helped disrupt the infamous Trickbot botnet 

19. Security Affairs - Microsoft partnered with other security firms to takedown TrickBot botnet 

20. TechInvestorNews - Microsoft and others orchestrate takedown of TrickBot botnet 

21. MySpaceBox.net - Microsoft partnered with other security firms to takedown TrickBot botnet 

22. Cyware - Cyware Daily Threat Intelligence, October 12, 2020 

23. Computer Weekly - Trickbot forced offline in major cyber security victory 

24. Webmaster World - TrickBot Malware Botnet Taken Down by Coalition of Tech Companies 

25. IT Security News - Microsoft and others orchestrate takedown of TrickBot botnet 

https://www.reuters.com/article/uselection-cyber-botnet/court-orders-seizure-of-ransomware-botnet-controls-as-u-s-election-nears-idUSL1N2H20AX
https://www.lightreading.com/light-reading-podcast/podcast-lumen-technologies-battles-bad-actors-in-cybersecurity/v/d-id/764590
https://risky.biz/RB601/
https://www.politico.com/newsletters/weekly-cybersecurity/2020/10/13/trickbot-is-on-its-heels-for-now-790934
https://www.helpnetsecurity.com/2020/10/12/trickbot-botnet/
https://www.bleepingcomputer.com/news/security/trickbot-botnet-targeted-in-takedown-operations-little-impact-seen/
https://www.scmagazine.com/home/security-news/microsoft-and-partners-unite-to-target-trickbot-infrastructure-in-legal-takedown/
https://www.pcmag.com/news/microsoft-disrupts-trickbot-botnet-to-prevent-it-from-targeting-us-election
https://thecybersecurity.news/general-cyber-security-news/microsoft-and-partners-unite-to-target-trickbot-infrastructure-in-legal-takedown-2429/
https://pg-intel.com/corporate-security/microsoft-and-partners-unite-to-target-trickbot-infrastructure-in-legal-takedown/
https://securityboulevard.com/2020/10/us-cyber-command-and-microsoft-are-both-disrupting-trickbot/
https://thecyberwire.com/newsletters/week-that-was/4/41
https://securityboulevard.com/2020/10/trickbot-on-the-ropes-microsofts-case-against-trickbot/
https://www.2-spyware.com/trickbot-survives-microsoft-and-other-tech-companies-initiated-takedown#ref-5
https://www.zdnet.com/article/microsoft-and-other-tech-companies-orchestrate-takedown-of-trickbot-botnet/?ftag=TRE-03-10aaa6b&bhid=29407024957496766558169009048265&mid=13105029&cid=2272200922
https://www.engadget.com/microsoft-disrupts-trickbot-botnet-after-court-order-133134454.html
https://www.techmeme.com/201012/p8#a201012p8
https://www.darkreading.com/vulnerabilities---threats/advanced-threats/security-firms-and-financial-group-team-up-to-take-down-trickbot/d/d-id/1339155
https://money.yahoo.com/microsoft-disrupts-trickbot-botnet-after-court-order-133134454.html
https://securityaffairs.co/wordpress/109411/malware/trickbot-botnet-takedown.html?utm_source=rss&utm_medium=rss&utm_campaign=trickbot-botnet-takedown
https://www.techinvestornews.com/https:/www.techinvestornews.com/Enterprise/Latest-Enterprise-News/microsoft-and-others-orchestrate-takedown-of-trickbot-botnet
https://www.myspacebox.net:8443/category/trickbot-botnet/
https://securityaffairs.co/wordpress/109411/malware/trickbot-botnet-takedown.html?utm_source=rss&utm_medium=rss&utm_campaign=trickbot-botnet-takedown
https://cyware.com/daily-threat-briefing/cyware-daily-threat-intelligence-october-12-2020-76d3
https://www.computerweekly.com/news/252490407/Trickbot-forced-offline-in-major-cyber-security-victory
https://www.webmasterworld.com/website_security_webmasters/5012942.htm
https://www.itsecuritynews.info/microsoft-and-others-orchestrate-takedown-of-trickbot-botnet/
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26. ThreatRavens - Security Firms & Financial Group Team Up to Take Down Trickbot 

27. TerabitWeb - Microsoft partnered with other security firms to takedown TrickBot botnet 

Several other publications listed Black Lotus Labs as a partner in the operation, albeit further down in their 
stories: 

28. ThreatPost - TrickBot Takedown Disrupts Major Crimeware Apparatus 

29. RedmondMag - Microsoft Used Its Patents To Take Down Trickbot Network 

30. DataBreach Today - Microsoft, Others Dismantle Trickbot Botnet 

31. CyberScoop -  Cyber Command, Microsoft take action against TrickBot botnet before Election Day 

32. WilsonMedia - Microsoft Helped Disrupt The Infamous Trickbot Botnet 

33. Duo - Microsoft And Partners Disrupt Trickbot Botnet 

34. Security Week - Tech Companies Take Down TrickBot Botnet Infrastructure 

35. The Hill - Microsoft disrupts international botnet group ahead of Election Day 

36. The Register - Microsoft and chums use US trademark law to trash Trickbot malware network 

37. GeekWire - Microsoft disrupted Trickbot, a ‘prolific’ ransomware distributor and election security threat 

38. Infosecurity Magazine - Microsoft Disrupts Botnet Installing Ransomware 

39. SDXCentral - Microsoft Wins Court Order to Fight Ransomware Ahead of Election 

40. InfoTechLead - Microsoft reveals action to disrupt Trickbot malware 

41. WinBuzzer - Microsoft Defender and Partners Take Down TrickBot Botnet Infrastructure 

42. Cyber Risk Leaders - Global operation to disrupt Trickbot, a botnet that has infected over a million computers 

43. Bank Info Security -  Microsoft, Others Dismantle Trickbot Botnet 

44. Taiwan News - Microsoft Takes Action to Disrupt Botnet and Combat Ransomware 

45. NewsBreak - Microsoft and others orchestrate takedown of TrickBot botnet 

46. CTN News - Microsoft Takes Action to Disrupt Botnet and Combat Ransomware 

47. TechRadar - The Avengers of security teamed up to try and take down the TrickBot botnet 

48. TechSpot - Microsoft fights botnet after Office 365 malware attack 

49. Security Brief Europe - Microsoft takes legal action to disrupt botnet and combat ransomware 

50. Washington Examiner - Microsoft and partners shut down major botnet 

51. IDG Connect - News roundup: fallout continues after US probes big tech 

Most of the major news outlets covered the story but did not list Black Lotus Labs or any of Microsoft’s 
other partners: 

52. Reuters – Court orders seizure of ransomware botnet controls as U.S. election nears 

53. Washington Post - Microsoft disrupts Russian criminal botnet it fears could seek to sow confusion in the 
presidential election 

54. New York Times - Microsoft Takes Down a Risk to the Election, and Finds the U.S. Doing the Same 

55. CNN Microsoft takes down massive hacking operation that could have affected the election  

Contact 
For questions or comments about this report, please contact Suzanne Dawe, senior public relations consultant. 

 
 

https://threatravens.com/1339155-2/
https://www.terabitweb.com/2020/10/12/trickbot-botnet-takedown-html/
https://threatpost.com/trickbot-takedown-crimeware-apparatus/160018/#:~:text=Microsoft%20and%20partners%20went%20after,the%20botnet%20that%20spreads%20it.
https://redmondmag.com/articles/2020/10/13/microsoft-patents-trickbot-network.aspx
https://www.databreachtoday.com/microsoft-others-dismantle-trickbot-botnet-a-15156?rf=2020-10-13_ENEWS_SUB_DBT__Slot1_ART15156&mkt_tok=eyJpIjoiWkRBeU1tVmhNV0ZrT1RaaiIsInQiOiIzejFVckQ0cFdUODVXazBxc0tDc3V0b3ZwcDRwSzF3eUNkK2o1NEJVXC9Qd2xIYlBhMHcrNHBDTnBFSkhvOGZOaFFNV2I4SjlHdlh0VFZLbHk1NUVzbXBYZ3NYNHdEcUVScm1mY1k5VnpjWFdyNW1wbnltUldjWXM1a0tCVjNoT3ZvNUdjVlVMak56YVRkejNaMmhaWGVnPT0ifQ%3D%3D
https://www.cyberscoop.com/trickbot-takedown-cyber-command-microsoft/
https://www.wilsonsmedia.com/microsoft-helped-disrupt-the-infamous-trickbot-botnet/
https://duo.com/decipher/microsoft-and-partners-disrupt-trickbot-botnet
https://www.securityweek.com/tech-companies-take-down-trickbot-malware-infrastructure?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+Securityweek+%28SecurityWeek+RSS+Feed%29
https://thehill.com/policy/cybersecurity/520640-microsoft-disrupts-international-botnet-group-ahead-of-election-day
https://www.theregister.com/2020/10/12/trickbot_c2_takedown_microsoft/
https://www.geekwire.com/2020/microsoft-disrupted-trickbot-prolific-ransomware-distributor-election-security-threat/
https://www.infosecurity-magazine.com/news/microsoft-disrupts-botnet/
https://www.sdxcentral.com/articles/news/microsoft-wins-court-order-to-fight-ransomware-ahead-of-election/2020/10/
https://infotechlead.com/security/microsoft-reveals-action-to-disrupt-trickbot-malware-63241
https://winbuzzer.com/2020/10/12/microsoft-defender-and-partners-take-down-trickbot-botnet-infrastructure-xcxwbn/
https://cyberriskleaders.com/global-operation-to-disrupt-trickbot-a-botnet-that-has-infected-over-a-million-computers/
https://www.bankinfosecurity.com/microsoft-others-dismantle-trickbot-botnet-a-15156
https://www.taiwannews.com.tw/en/news/4028572
https://www.newsbreak.com/news/2080506065375/microsoft-and-others-orchestrate-takedown-of-trickbot-botnet
https://www.chiangraitimes.com/tech/microsoft-takes-action-to-disrupt-botnet-and-combat-ransomware/
https://www.techradar.com/news/the-avengers-of-security-teamed-up-to-try-and-take-down-the-trickbot-botnet
https://www.techspot.com/news/87082-microsoft-fights-botnet-after-office-365-malware-attack.html
https://securitybrief.eu/story/microsoft-takes-legal-action-to-disrupt-botnet-and-combat-ransomware
https://www.washingtonexaminer.com/policy/technology/microsoft-and-partners-shut-down-major-botnet
https://www.idgconnect.com/article/3586196/news-roundup-fallout-continues-after-us-probes-big-tech.html
https://www.reuters.com/article/uselection-cyber-botnet/court-orders-seizure-of-ransomware-botnet-controls-as-u-s-election-nears-idUSL1N2H20AX
https://www.washingtonpost.com/technology/2020/10/12/microsoft-trickbot-ransomware/
https://www.nytimes.com/2020/10/12/us/politics/election-hacking-microsoft.html
https://www.cnn.com/2020/10/12/tech/microsoft-election-ransomware/index.html
mailto:suzanne.dawe@lumen.com

